information age, however, the challenge of disinfor-
mation is becoming ever more significant.

A recent but mature example of disinformation in
the decision-making environment is the Russian infor-
mation campaign relating to eastern Ukraine. A 2015
North Atlantic Treaty Organization (NATO) Strategic
Communications Centre of Excellence report on Rus-
sia’s Information Campaign against Ukraine stated
that deliberate falsification was consistently adopted
as a Russian tactic, suggesting that Russia saw utility
in the method:

Whilst reporting on Ukraine events, journalists of the
Russian state controlled media have methodically
manipulated video and photo materials in order to
produce material visually supporting the prevailing
narrative. This includes the use of photographs from
the Syria, Kosovo and Chechnya wars, as if they had
been taken in East Ukraine, and has proven particularly
effective on social networks.

Russia’s disinformation strategy capitalized on
the characteristics of big data to its favor. If the media
environment is flooded with false reports, these are
inevitably picked up and repeated by reputable news
outlets unaware, or in some cases even aware, of the
information’s origins."” Consequently, the false reports
may achieve their objective of crossover from public
opinion space into decision-making space, and thereby
influence the choices made by the adversary —in this
case, the United States.

These challenges of disinformation introduced
into big data thus have serious implications for the
decision-maker. In the case of Russia and Ukraine,
Russian narratives succeeded in the early stages of
conflict, and:






Source: LeaderShape.

Figure 1. “Transpersonal Leadership”
Development”

A further key element of this model is acquiring
and applying the behaviors necessary for putting
the values identified to good use by applying a full
understanding of how those values influence or affect
subordinates in order to enhance leadership.? The dis-
tinction between ethical leadership and underpinning
ethical behaviors is outlined in the following quotes.

Ethical Leadership as the process of influencing people
to act through principles and values and beliefs that
embrace what we have defined as ethical behaviour
[emphasis and italics in original].”
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Ethical Behaviour: Acting in a way that is consistent with
one’s own principles and values which are characterized
by honesty, fairness and equity in all interpersonal
activities, be they personal or professional. And by
respecting the dignity, diversity and rights of individuals
and groups of people [italics in original].*

The immediate relevance of this leadership model
to commanders’ interaction with the intelligence pro-
cess and subsequent decision-making comes in the
initial steps shown in figure 1—specifically, the iden-
tification of the EI leadership styles and behaviors
necessary for dealing with big data’s challenges. This
identification, Knights believes, is the skill, facility, or
learned behavior that enables military commanders or
leaders in other occupations to examine the different
relationships for which they are responsible and then
to identify what leadership style is most appropriate
for that relationship.?!

Consequently, these leadership capabilities inform
the behaviors that a leader must develop. Table 1
reflects a compilation of research that outlines six
basic leadership styles and their associated behav-
iors, or EI competencies. The list is derived primarily
from the work of Daniel Goleman, a U.S. psychologist
best known for raising awareness on the importance
of EI in leadership, and refined by Knights and other
authors.*
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. “Style in a .
Leadership Style Phrase” EI Competencies
. “Do what I tell Achievement,
Commanding ” P
you. initiative, influence
Inspirational
Visionary “Come with me.” lead ership, self-
confidence, change
catalyst, transparency
“People come Empathy, conflict
Affiliative P ” management, building
first.
bonds
Self-confidence,
. “What do you transparency, inspi-
Democratic think?” rational leadership,
change catalyst
Pacesetting “Do as I do now.” Ach levement,
initiative
. “What would you Developing others,
Coaching do?” empathy, self-
’ awareness

Table 1. Goleman’s Six Leadership Styles

at a Glance®

These leadership styles provide a framework for
addressing the phases of the intelligence process in
which big data challenges have the greatest impact.
Analysis of the military commander’s role in each
phase can determine the optimal leadership style and
EI competencies necessary for planning and directing
intelligence. The analysis also leads to consideration
of the values and character assets that must be main-
tained and observed by the commander in order to
support and enable each leadership style.
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Ethical Leadership: An Intelligence
Cycle Case Study

The military commander’s relationship with intel-
ligence provides a suitable case study for examining
big data challenges due to the information revolu-
tion’s complete transformation of how a commander
directs, receives, and acts on intelligence. This mono-
graph adopts the U.S. Army’s definition of the intelli-
gence process, which is:

a continuous process that directly supports the
operations process through understanding the
commander’s information requirements, analyzing
information from all sources, and conducting operations
to develop the situation. Intelligence is also a function
that facilitates situational understanding and supports
decision-making.*

As shown in figure 2, the intelligence process con-
sists of the following steps: plan and direct, collect,
produce, disseminate, analyze, and assess. This figure
also identifies the phases in which the three big data
challenges previously identified are assessed to have
the greatest impact. The following paragraphs will
explore how the military commander can provide eth-
ical leadership in each of these phases.
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Figure 2. Big Data Challenges Impact in the
U.S. Army Intelligence Process®

CHALLENGE 1: DATA OVERLOAD
IN PLANNING AND DIRECTING

Data overload—in volume and variety —has its
greatest impact in the very first phase of the intel-
ligence process. The plan and direct phase is critical
in developing the strategy for tackling the “Vacuum
Cleaner” collection problem previously mentioned.
According to Army Doctrine Publication (ADP) 2-0,
the:

plan and direct step includes activities that identify key
information requirements for the commander, develop
the means for satisfying those requirements, and posture
the unit for transition to the next operation.*
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Within this process, ADP 2-0 asserts, the command-
er’s responsibility is to “provide guidance” and to
state “clear, concise commander’s critical information
requirements (CCIRs).”¥ CCIRs “define those policy
issues or areas to which intelligence is expected to
make a contribution, as well as decisions about which
of these issues has priority over the others. It may also
mean specifying the collection of certain types of intel-
ligence.”*® The commander’s responsibility to set pri-
orities is paramount in the information environment,
as there are many priorities competing for limited
resources available to collect and process data.

Having identified the commander’s responsibility
in planning and directing intelligence, the question for
this monograph is what leadership approach best facil-
itates guiding and extracting maximum value from
the intelligence process. General McChrystal offers an
answer to this question in his leadership study, Team
of Teams: New Rules for Engagement in a Complex World.

The traditional image of military command is one
of a rigid hierarchy. McChrystal describes this com-
mander as the “heroic leader,” the grand chessmaster
with the capability to direct every move. At the speed
of this technological era, however, the chessmaster can
no longer control all of the moving pieces.* McChrys-
tal writes:

One solution to information overload is to increase a
leader’s access to information, fitting him with two
smartphones, multiple computer screens and weekend
updates. But the leader’s access to information is not the
problem. We can work harder, but how much can we
actually take in? Attention studies have shown that most
people can thoughtfully consider only one thing at a time,
and that multitasking dramatically degrades our ability
to accomplish tasks requiring cognitive concentrations.
Given these limitations, the idea that a “heroic leader”
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enabled with an uber-network of connectivity can
simultaneously control a thousand marionettes on as
many stages is unrealistic.*’

Instead, McChrystal proposes that today’s leader
must be more like a “gardener.” As the Task Force
Commander in Iraq in 2004, McChrystal observed
that he needed to nurture his command to grow into
a “shared consciousness” that empowered autonomy
of action throughout the chain of command and was
unified under one vision.*

Recommended Leadership Style

McChrystal’s gardening philosophy of leadership
most closely identifies with the Goleman “coaching”
style. Coaches focus on developing others and build-
ing “capability in individuals that are consistent with
[an] organisation’s goals by helping them solve issues
and challenges through listening and asking open
questions.”* The process requires continual dialogue
and, similarly, McChrystal developed a routine called
“thinking out loud” during the daily O&I briefing;:

I adopted a practice I called “thinking out loud,” in
which I would summarize what I'd heard, describe how
I processed the information, outline my first thoughts
on what we should consider doing about it. It allowed
the entire command to follow (and correct where
appropriate) my logic trail, and to understand how I was
thinking. After I did that, in a pointed effort to reinforce
empowered execution, I would often ask the subordinate
to consider what action might be appropriate and tell me
what he or she planned to do.*®

According to Goleman, however, this coaching style
is the most difficult to employ because it is time-
consuming.* Indeed, McChrystal admits that the
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nurturing and gardening process requires self-
discipline and, at times, is exhausting.*> The outcome,
however, is well worth the required time and disci-
pline because it empowers the larger team to tackle
the challenges of the modern environment with the
same vision.

The coaching leadership style is critical to the plan
and direct phase of the intelligence process. While
commanders must continually communicate CCIRs
to the staff and IC, information and events move so
rapidly that the commander must also invest time in
helping the team share his or her thought process. This
shared vision allows the team, at all levels, to navigate
the massive volume of information with a unified pur-
pose. This delegation and empowerment, guided by a
clear set of CCIRs, will provide the critical direction
necessary for the intelligence process.

Essential EI Competencies

As shown in table 1, the primary EI competencies
underlying the coaching style are identified as devel-
oping others, empathy, and self-awareness. Knights
defines the social competence of developing others as
a relational skill of “bolstering others” abilities through
feedback and guidance.”* McChrystal’s “thinking
out loud” process embodies this concept. Moreover,
McChrystal demonstrated empathy with those who
were responsible for processing and communicating
the intelligence gleaned from big data. Empathy is
“sensing others’ emotions, understanding their per-
spective, and taking active interest in their concerns.”*
According to Knights, most leaders would benefit
from greater empathy in their interactions. Echoing
this sentiment, McChrystal expressed his desire to
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serve as an “empathetic crafter of culture” and lived
this mission out during the daily O&lI process.*

As they briefed me I tried to display rapt attention. At
the conclusion, I'd ask a question . . . I wanted to show
that I had listened and that their work mattered . . . For
a young member of the command, even if the brief had
been terrible, I would compliment the report. Others
would later offer them advice on how to improve—but
it didn’t need to come from me in front of thousands of
people. When we did it right, the analyst left the O&lI
more confident about, committed to, and personally
invested in our effort. “Thank you’ became my most
important phrase, interest and enthusiasm my most
powerful behaviors.*

Finally, self-awareness requires the ability to read
“one’s own emotions and recognising their impact;
using ‘gut-sense’ to guide decisions.””® McChrystal,
for example, noted that he needed to make a conscious
effort to control his emotions so that they would not be
interpreted incorrectly over the video teleconference.
Sarcasm or disinterest in this forum could have a seri-
ous, negative effect on the organization as a whole.”

Critical Values

Part of the shared consciousness that McChrys-
tal described also requires a shared consciousness of
values and consideration of what sort of character the
commander should or must cultivate for leadership
in the information environment. This is an import-
ant question, as a commander’s ethical values must
undergird the emotional behaviors that the previous
passages have identified as necessary for command
of the planning and directing phase of the intelligence
process. When asked to comment on the values that a
military commander needs in order to make decisions
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